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Quantum Computing and Cryptography

» Shor’s algorithm — period finding
 Clear threat to public key algorithms.
* New post-guantum algorithms recently standardised by NIST.
* Protocol adaptation underway In IETF and elsewhere.

» Grover’s algorithm — unstructured search problem
» Possible limited threat to symmetric key algorithms.

* Where should mitigation efforts be focused?

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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AIms

Assess impact of Grover on symmetric cryptography for near-term quantum
hardware.
= AES considered here, analysis similar for other symmetric algorithms.

» Estimate logical implementation and parallelisation overheads on any hardware.
= |Logical qubit-cycles.

» Estimate error correction overheads when using planar surface code.
= Surface code cycles and physical qubit count.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Unstructured Search Problem

» Foraset X with |X| = N and a function f: X — {0, 1}, find unique x € X such that
flx) =1

» Unstructured means that we cannot do better than brute force, I.e. repeatedly
evaluating f on values in X.

» EXxpected number of queries to f on a classical computer Is therefore%

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Unstructured Search Problem — Relation to Cryptography

» Can set up the key recovery problem for a symmetric block cipher (e.g. AES-128)
as an unstructured search problem.

» Given ciphertext C = Enc(K, P) for some unknown key K and some cribbed
(guessed) plaintext P.

* Let X be the set of all possible key values and define f: X — {0,1}:

|1 ifEnc(x,P)=C,
flx) = {O otherwise.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Grover’s Algorithm

* Published by Lov Grover in 1996.

» Solves the unstructured search problem with 0(v'N) quantum queries to the
oracle function f.

* Asymptotically optimal for this problem (Zalka, 1997)

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Grover’s Algorithm - Initialisation

Start with evenly distributed amplitudes In
superposition:

Amplitude
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Grover’s Algorithm — Oracle Function

Flip the sign of the exceptional value:
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Grover’s Algorithm - Reflection

Reflect amplitudes in the "average amplitude” line
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Grover’s Algorithm — Iteration and Measurement

+ Iterate oracle and reflection operators 0(VN) times and finally measure to
recover desired state w with high probabillity.

* Oracle queries are made sequentially.

* Terminating early (e.g. making only % gueries) reduces success probabillity by a
factor S-.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Grover’s Algorithm — Implications for Cryptography

» Can apply Grover to AES with key length k bits (k € {128,192, 256}).

+ Succeeds with high probability after (t/4)v2k quantum AES queries.

« For AES-128, Grover takes around 2° quantum AES queries compared
with 2147 classical queries for brute force exhaustion.

* This is sometimes reported as “Grover’s halves the effective key length of
symmetric algorithms.”

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Grover’s Algorithm — Implications for Cryptography

 However, the square-root speed-up headline neglects significant details:
* The cost of guantum AES implementations.
* The fact that the AES gqueries must be sequential.

* The overheads from gquantum error correction.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Oracle Implementation

* Depth — the number of sequential quantum gates that must be executed.

* Width — the maximal number of qubits needed during execution.

Depth

Width

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Oracle Implementation
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 Different implementations optimise for different metrics.

* We use Jang et al. “Quantum analysis of AES”, IACR ePrint 2022/683:

« Minimises (circuit depth)? x (number of qubits).

AES Key Size Depth Qubits Depth?x Qubits
128 731 3428 2R
192 874 3748 AL
2560 1025 4036 P

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Maximum depth
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Max depth 1us Cyg(l)f)rt];me 1ns
240 12.7 days 2.55 days 18.3 mins
248 8.92 years 1.78 years 3.26 days
2°0 2,280 years 457 years 2.28 years
264 585,000 years 117,000 years 585 years

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.



mailto:ncscinfoleg@ncsc.gov.uk

422 |National Cyber 16
wr= |Security Centre

Parallelisation

* Limiting maximum depth limits number of iterations that can be performed.

e Reducing number of iterations by a factor of S reduces success probability by S-.
 Alternatively, we can split the search space into subsets of size N/S*

» Either way, S? quantum processors are needed to cover the same search space.

* QOverall costs (compute cost X time taken) have increased by a factor of S.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Costing Methodology — When Parallelisation Is Required

1. Calculate number of AES iterations per run from the implementation depth and MAX DEPTH choice.

Dmax

Niter —

DAES

2. Calculate the number of quantum processors needed, I.e. find S such that.

T\ 2k/2
Niter = (Z)

VS

3. Calculate the total number of logical qubits required.
Wiot = SWyEs

4. Calculate the cost in terms of number of logical qubit cycles.
4

2k/20

2 N2
T \* DipsWags

~2
Niter) WaesDmax = 2 (Z)

Ciot = WiotDmax = SWagpsDmax = (

Dmax

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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AES-128 logical costs

18

» Using logical qubit-cycles accounts for the non-trivial cost of idle qubits.

Max depth Iterations Parallel instances Logical qubits Logical qubit-cycles
240 230.5 266.3 278.1 2118.1
248 238.5 250.3 262.1 2110.1
256 246.5 234.3 246.1 2102.1
264 254.5 218.3 230.1 294.1
oo 263.7 1 212.7 285.9

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.



mailto:ncscinfoleg@ncsc.gov.uk

422 |National Cyber 19
wr= |Security Centre

Quantum error correction

* |mportant to distinguish between perfect logical qubits and noisy physical qubits.
» Logical qubits are built from many physical qubits using quantum error correction.
* The planar surface code is currently the best studied QEC scheme.

» EXxponentially suppresses errors as code distance d increase.

» Uses 2d*% - 1 physical qubits to produce one logical qubit.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.



mailto:ncscinfoleg@ncsc.gov.uk

National Cyber 20
*|Security Centre

Quantum error correction

O Data Qubit

@ Measurement Qubit
X Stabiliser
7 Stabiliser

Figure 1: A surface code qubit with d =5

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Quantum error correction

» All error correction schemes have guantum gates that cannot be applied directly.

* These can instead be applied by producing “magic states”, which can be
combined with basic gates to produce the desired non-basic gate.

» Creating high accuracy magic states will be done via magic state distillation,
which creates them by combining many lower accuracy states.

* Magic state distillation requires additional guantum hardware, known as magic
state factories or distilleries.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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AES-128 surface code costs

104 physical error 10 physical error
Maximum depth Surf d
Physical qubits surface code Physical qubits Hrrate cote

cycles cycles
240 297.1 2128.7 291.6 2125.0
248 281.7 2120.9 276.7 2117.4
256 266.3 2112.8 262.9 2111.5
264 251.1 2105.3 248.1 2104.2

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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AES-128 overheads

* Logical implementation: 31 bits

« Parallelisation: 8-32Dbits (depending on maximum depth)
* Error correction: 6 - 10 bits (depending on physical error rate)
= Distillation: 1 - 3 hits (included In error correction overhead)

These are not entirely independent: less parallelisation needs more error correction.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Potential cost reductions

 Smaller AES implementations.
» Faster cycle times.
» Better physical error rates.

* More efficient error correcting codes.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.



mailto:ncscinfoleg@ncsc.gov.uk

aa |[National Cyber 25

2| Security Centre

Conclusions

* The practical security impact of Grover with existing technigues on plausible
near-term quantum hardware Is limited.

= Bounding the length of time an adversary is prepared to wait introduces
unavoidable overheads from parallelisation.

= Error correction adds further overheads, but these are less significant.

= Early post-guantum migration efforts should focus on traditional public-key
algorithms.

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Further Information

* On the practical cost of Grover for AES key recovery, Sarah D. and Peter C.,
NIST Fifth PQC Standardisation Conference

* Forthcoming ETSI QSC Report: ETSI TR 103 967
» Other symmetric algorithms, including hash functions

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Thank you.
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AES-128: Physical qubits
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— 107 (-4) error 107(-5) error — 107(-6) error — 107(-7) error
— logical 1 year (200ns) -- 10 years (200ns) — - 100 years (200ns)

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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AES-128: Surface code cycles
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— 10/7(-4) error 10/7(-5) error — 107(-6) error — 10/(-7) error
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